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Consent for the Use of
Online Meetings, Conference Calls, and Webinars via “Teams” of the Controller

Who is responsible for the processing of personal data?
The entity responsible is:

xbo.tax GmbH
SchlofBstr. 30, 12163 Berlin
Germany

For what purpose will my data be processed?
The processing is necessary for the use of Microsoft Teams, a communication and
collaboration platform that enables the conduct of audio and video conferences.

On what legal basis is the processing carried out?
The processing is based on your consent.

What personal data are processed when using MS Teams?

When participating in a Microsoft Teams meeting without your own user account, the
following data may be processed: a self-chosen user name, the assigned role “Guest” and
related permissions, chat messages, image and audio data if camera and microphone are
activated, content shared via screen sharing (if permitted by the organizer), and — depending
on whether access takes place via browser or app — technical usage data necessary to provide
the functionalities and ensure the security of MS Teams and its integrated features.No
recording or storage of image or audio data from video conferences is carried out by the
controller.

Who has access to my personal data?

All files, content, and comments shared by users in Teams are accessible to the individuals
with whom they are shared. This may include individual persons or members of a team or
channel within a team. All participants in a video conference have access, in the sense of
being able to see, hear, and read, to the contents of the video conference, chats, shared files,
and screen sharing. In a chat, all participants have access to the entered content and shared
files. The provider has access to the data generated during the use of Teams insofar as this is
necessary to fulfill its obligations under the data processing agreement concluded with the
controller. In addition, U.S. law enforcement authorities may have access in accordance with
U.S. law (see below).
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To whom are the data disclosed?

We use Microsoft Teams on the basis of a data processing agreement. Microsoft processes
your personal data exclusively on our behalf. Accordingly, Microsoft may only use the data in
accordance with our instructions and for our purposes, and not for its own purposes — in
particular, not for advertising and not for disclosure to third parties.

How long are my data stored?

The image and audio data from Microsoft Teams meetings are deleted by the controller once
the meeting has ended and the meeting room has been closed. The contents of accompanying
chats are stored, linked to the user names chosen by the participants, for as long as the team in
which they were created exists. The controller deletes all Teams logs as soon as the purpose of
their use ceases to apply. On Microsoft’s servers, these data are then permanently deleted after
30 days.

Additional Information
Data Protection in Connection with the Processing of Personal Data in the USA

When using MS Teams, data may also be processed on servers located in the United States.
This generally does not concern the contents of video conferences and related chats, but rather
data necessary to ensure and improve the security and functionality of the platform. Under
current U.S. law, U.S. law enforcement authorities have virtually unrestricted access to all
data stored on servers in the United States. Users are not informed of such access and have no
legal means to oppose it. The risks arising from such potential access by U.S. authorities are
considered to be relatively low, particularly because participants here use Teams without their
own user accounts in which data would otherwise be stored on a permanent basis.

Topic: CLOUD Act

Under the CLOUD Act, U.S. law enforcement authorities also have the ability to request the
disclosure of personal data from Microsoft that are stored on servers located in the EU. This
includes most of the data generated through the use of Microsoft/Office 365 and Teams.
According to Microsoft, the number of such requests is relatively low, and Microsoft has the
option to challenge them in court. For the period July to December 2019, Microsoft reported a
total of 3,310 requests from law enforcement authorities, most of which originated from
Germany.

Where are my personal data processed?

The processing of personal data in Microsoft Teams and connected products generally takes
place on servers located in Germany and, otherwise, in EU data centers. It is possible that so-
called telemetry data, a type of diagnostic data, may be processed in the United States.
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How secure is Microsoft Teams?
The platform complies with all common security standards for cloud platforms.

Where can I learn more about data protection in Microsoft Teams?
https://docs.microsoft.com/en-us/microsoftteams/security-compliance-overview

Microsoft’s current privacy statement can be found here:
https://privacy.microsoft.com/en-us/privacystatement

What do we do to protect your personal data in MS Teams?

The protection of personal data is our highest priority. We therefore take technical and
organizational measures to ensure that the use of MS Teams takes place with the greatest
possible level of security. One such measure is the use of MS Teams by participants as guests
without their own user accounts. This prevents the accumulation of personal data that could
be assigned to individual participants.
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