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Data Protection Information for
Online Meetings, Conference Calls, and Webinars via “Teams” of the Controller

1. Name and Contact Details of the Data Controller and the Company’s Data Protection
Officer

These data protection notices apply to data processing by:

xbo.tax GmbH
SchloBstr. 30, 12163 Berlin
Germany

The Data Protection Officer of “xbo.tax GmbH” can be contacted at: info(@xbo.tax

We would like to inform you below about the processing of personal data in connection
with the use of “Teams.”

Purpose of Processing
We use the tool “Teams” to conduct conference calls, online meetings, video conferences,
and/or webinars (hereinafter collectively referred to as “Online Meetings”).

Controller
The controller responsible for data processing directly related to the conduct of Online
Meetings is xbo.tax GmbH.

Notes on Microsoft Office Communication Software (Microsoft 365, Microsoft Teams)
We use Microsoft 365 and Microsoft Teams for our regular office communications as well as
for conference calls, online meetings, and/or video conferences. If we record online meetings,
we will inform you of this before the session begins and — where required — request your
verbal consent. If you do not wish to be recorded, you may leave the online meeting. Where it
is necessary for the purpose of documenting the results of an online meeting, we will record
the chat content.

Microsoft 365 and Microsoft Teams are services provided by Microsoft Ireland Operations
Ltd. We have concluded a data processing agreement with the provider. Microsoft Teams is
part of the cloud application Office 365, for which a user account must be created. At the
same time, Microsoft reserves the right to process customer data for its own business
purposes. This represents a data protection risk for users of Microsoft Teams. To safeguard at
least a minimum level of data protection, we have concluded data protection agreements and
EU Standard Contractual Clauses with Microsoft. Please note, however, that we have no
influence over Microsoft’s own data processing activities. To the extent that Microsoft Teams
processes personal data in connection with Microsoft’s legitimate business operations,
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Microsoft acts as an independent data controller for this use and, as such, is responsible for
compliance with all applicable laws and obligations of a data controller.

Further information on the purpose and scope of data collection and processing by Microsoft
Teams can be found in Microsoft’s privacy statements at:

e https://privacy.microsoft.com/en-us/privacystatement

e https://docs.microsoft.com/en-us/microsoftteams/teams-privacy

These pages also provide additional information regarding your related rights. Microsoft also
processes your personal data in the United States. EU Standard Contractual Clauses with
Microsoft for Office 365 and Teams have been concluded to ensure an adequate level of data
protection. You can access the EU Standard Contractual Clauses at:
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1.:2010:039:0005:0018:EN:PDF

Scope of Processing of Personal Data

When using “Microsoft Teams,” various types of data are processed. The scope of the data
processing also depends on which information you provide before or during participation in
an “Online Meeting.”

The following personal data are subject to processing:

User Information: display name, email address, profile picture (optional), preferred language
Meeting Metadata: e.g., date, time, meeting ID, telephone number, location

Text, Audio, and Video Data:

You may have the option to use the chat function in an online meeting. In this case, the text
entries you make will be processed in order to display them within the online meeting.

To enable the display of video and the playback of audio, the data from your device’s
microphone and from a video camera on your device will be processed during the meeting.
You can deactivate your camera or mute your microphone at any time via the Microsoft
Teams application.

Legal Basis for Data Processing

The legal basis for the processing of your personal data is Art. 6 para. 1 lit. f) GDPR. Our
legitimate interest lies in the effective conduct of online meetings.

Personal data that you disclose in the course of communication will be processed by us in
accordance with the provisions of the EU General Data Protection Regulation (GDPR), the
German Federal Data Protection Act (BDSG), the German Telecommunications and
Telemedia Data Protection Act (TTDSG), as well as the requirements of the competent
supervisory authorities.
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Your Rights
With regard to your personal data processed by us, you have the following rights:

o Right of access pursuant to Art. 15 GDPR to the personal data processed by us
e Right to rectification pursuant to Art. 16 GDPR of inaccurate personal data

e Right to erasure (“right to be forgotten”) pursuant to Art. 17 GDPR

e Right to restriction of processing pursuant to Art. 18 GDPR

o Right to object to processing pursuant to Art. 21 para. 1| GDPR

e Right to data portability pursuant to Art. 20 GDPR

In addition, you have the right to lodge a complaint with the competent data protection
supervisory authority regarding the processing of your personal data by us.



